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Introduction
This Policy document encompasses all aspects of security surrounding the handling of confidential
cardholder information to ensure compliance with Payment Card Industry (PCI) Data Security Standard
and must be distributed to all Club Members who operate the Card Reader machine. All Club Members
who operate the Card Reader Machine must read this document in its entirety.
This document will be reviewed and updated by the Committee on an annual basis or when relevant to
include newly developed security standards into the policy and re-distributed to Members as applicable.

Information Security Policy
The Club handles sensitive cardholder information daily. Sensitive Information must have adequate
safeguards in place to protect the cardholder data, cardholder privacy, and to ensure compliance with
various regulations, along with guarding the future of the organisation.
The Club commits to respecting the privacy of all its customers and to protecting any customer data
from outside parties. To this end management is committed to maintaining a secure environment in
which to process cardholder information so that we can meet these promises.
Members handling sensitive cardholder data should ensure they:
●

Handle cardholder information in a manner that fits with their sensitivity and classification;

●

Do not disclose personnel information unless required to do so;

●

Protect sensitive cardholder information;

●

Keep passwords and accounts secure;

●

Information security incidents must be reported, without delay, to the Treasurer.

We each have a responsibility for ensuring our Club's systems and data are protected from
unauthorised access and improper use. If you are unclear about any of the policies detailed herein you
should seek advice and guidance from the Treasurer.

1. Network Security
A high-level network diagram of the network is maintained and reviewed on a yearly basis. The network
diagram provides a high level overview of the cardholder data environment (CDE), which at a minimum
shows the connections in and out of the CDE. Critical system components within the CDE, such as
POS devices, databases, web servers, etc., and any other necessary payment components, as
applicable should also be illustrated.

The Club's Network Diagram

SIM enabled mobile PDQ machine
Mobile Phone Network

2. Acceptable Use Policy
The Club does not operate any computer network and Member's communicate from their own personal
computer and phones. Accordingly an Acceptable Use Policy is not appropriate.

•

•
•
•
•
•

However, when using POS and PIN entry devices, email, the Club's website, Dropbox or
accessing websites for Club purposes (e.g. WorldPay or NatWest), Members should take all
necessary steps to prevent unauthorized access to confidential data which includes card holder
data.
Keep passwords secure and do not share accounts. Authorized users are responsible for the
security of their passwords and accounts.
All POS and PIN entry devices should be appropriately protected and secured so they cannot be
tampered or altered.
Users of POS and PIN should be trained in the ability to identify any suspicious behaviour where
any tampering or substitution may be performed. Any suspicious behaviour will be reported
accordingly.
Information contained on portable computers is especially vulnerable, special care should be
exercised.
Members must use extreme caution when opening e-mail attachments received from unknown
senders, which may contain viruses, e-mail bombs, or Trojan horse code.

3. Protect Stored Data
•

All sensitive cardholder data stored and handled by the Club and its Members must be securely
protected against unauthorised use at all times. Any sensitive card data that is no longer
required by the Club for business reasons must be discarded in a secure and irrecoverable
manner.

•

If there is no specific need to see the full PAN (Permanent Account Number), it has to be
masked when displayed.

•

PAN'S which are not protected as stated above should not be sent to the outside network via
end user messaging technologies like chats, ICQ messenger etc.,

It is strictly prohibited to store:
1. The contents of the payment card magnetic stripe (track data) on any media whatsoever.
2. The CVV/CVC (the 3 or 4 digit number on the signature panel on the reverse of the
payment card) on any media whatsoever.
3. The PIN or the encrypted PIN Block under any circumstance.

4. Information Classification
Data and media containing data must always be labelled to indicate sensitivity level.
•

Confidential data might include information assets for which there are legal requirements for
preventing disclosure or financial penalties for disclosure, or data that would cause severe
damage to the Club if disclosed or modified. Confidential data includes cardholder data.

•

Internal Use data might include information that the data owner feels should be protected to
prevent unauthorized disclosure.

•

Public data is information that may be freely disseminated.

5. Access to the Sensitive Cardholder Data
All Access to sensitive cardholder data should be controlled and authorised . Any job functions that
require access to cardholder data should be clearly defined. At present access to cardholder data is
limited to the Treasurer (who has responsibility for the relationship with WorldPay) and those
authorised to use the Card Reader. Access will be designated by the Cricket Committee.

•

Any display of the card holder data should be restricted at a minimum to the first 6 and the last 4
digits of the cardholder data.

•

Access to sensitive cardholder information such as PAN’s, personal information and business
data is restricted to members that have a legitimate need to view such information.

•

No other Members should have access to this confidential data unless they have a genuine
business need.

•

If cardholder data is shared with a Service Provider (3rd party) then a list of such Service
Providers will be maintained as detailed in Appendix C.

•

The Club will ensure a written agreement that includes an acknowledgement is in place that the
Service Provider will be responsible for the for the cardholder data that the Service Provider
possess.

•

The Club will ensure that a there is an established process, including proper due diligence is in
place, before engaging with a Service provider.

6. Physical Security
Access to sensitive information in both hard and soft media format must be physically restricted to
prevent unauthorised individuals from obtaining sensitive data.
•

Media is defined as any printed or handwritten paper, received faxes, floppy disks, back-up
tapes, computer hard drive, etc.

•

Media containing sensitive cardholder information must be handled and distributed in a secure
manner by those listed in Appendix A.

•

A list of devices that accept payment card data should be maintained.

•

POS devices surfaces are periodically inspected to detect tampering or substitution.

•

Personnel using the devices should be trained and aware of handling the POS devices

•

Personnel using the devices should verify the identity of any third party personnel claiming to
repair or run maintenance tasks on the devices, install new devices or replace devices.

•

Personnel using the devices should be trained to report suspicious behaviour and indications of
tampering of the devices to the appropriate personnel.

•

Strict control is maintained over the external or internal distribution of any media containing card
holder data and has to be approved by management

•

All computers that store sensitive cardholder data must have a password protected screensaver
enabled to prevent unauthorised use.

7. Protect Data in Transit
All sensitive cardholder data must be protected securely if it is to be transported physically or
electronically.

•

Card holder data (PAN, track data, etc.) must never be sent over the internet via email, instant
chat or any other end user technologies.

•

If there is a business justification to send cardholder data via email or by any other mode then it
should be done after authorization and by using a strong encryption mechanism (i.e. – AES
encryption, PGP encryption, IPSEC, etc.).

•

The transportation of media containing sensitive cardholder data to another location must be
authorised by management, logged and inventoried before leaving the premises. Only secure
courier services may be used for the transportation of such media. The status of the shipment
should be monitored until it has been delivered to its new location.

8. Disposal of Stored Data
•
•

All data must be securely disposed of when no longer required by the Club, regardless of the
media or application type on which it is stored.
All hard copies of cardholder data will be shredded when no longer required for valid and
justified business reasons. .

9. Security Awareness and Procedures
The policies and procedures outlined below must be incorporated into Club practice to maintain a
high level of security awareness. The protection of sensitive data demands training of all members
who use the POS machine.
Company security policies must be reviewed annually and updated as needed.

10.
•

Credit Card (PCI) Security Incident Response Plan

The Club PCI Security Incident Response Team (PCI Response Team) is comprised of the
Cricket Committee. The Club PCI security incident response plan is as follows:
1. Any member must report an account breach, or a breach of cardholder information or of
systems related to the PCI environment in general ("an incident") to the Treasurer
(preferably) or to another member of the PCI Response Team.
2. That member of the team receiving the report will advise the PCI Response Team of the
incident.
3. The PCI Response Team will investigate the incident and take steps limiting the exposure
of cardholder data and in mitigating the risks associated with the incident.
4. The PCI Response Team will resolve the problem to the satisfaction of all parties involved,
including reporting the incident and findings to the appropriate parties (credit card
associations, credit card processors, etc.) as necessary.

The PCI Response Team will determine if policies and processes need to be updated to avoid a
similar incident in the future, and whether additional safeguards are required in the environment where
the incident occurred, or for the institution.

Incident Response Notification

WorldPay

Telephone 0870 366 1233

The credit card companies have individually specific requirements that the Response Team must
address in reporting suspected or confirmed breaches of cardholder data. The Response Team
will notify the credit card as directed by WorldPay. The current requirements of the credit card
companies are as set out in Appendix D.

11.

Access Control Policy

•

The Club will provide Members and other users with the information they need to carry out their
responsibilities in an as effective and efficient manner as possible.

•

Generic or group IDs shall not normally be permitted, but may be granted under exceptional
circumstances if sufficient other controls on access are in place.

•

The allocation of privilege rights (e.g. website administrator) shall be restricted and controlled.

•

Access rights will be accorded following the principles of least privilege and need to know.

•

Every user should attempt to maintain the security of data at its classified level even if technical
security mechanisms fail or are absent.

•

Users electing to place information on digital media or storage devices or maintaining a separate
database must only do so where such an action is in accord with the data’s classification.

•

Users are obligated to report instances of non-compliance to the Committee.

•

Access to Confidential, Restricted and Protected information will be limited to authorised persons
whose job responsibilities require it, as determined by the data owner or their designated
representative.

•

Users are expected to become familiar with and abide by the Club policies, standards and
guidelines for appropriate and acceptable usage of the networks and systems.

Appendix A – Members authorised by the Cricket Committee to use the Card Reader

The Cricket Committee has authorised the following members to use the Card Reader. These members
have been given training on the use of the Card Reader:

Mark Howard
Josh Boakes
Dom Jordan
Michael Jewsbury
Jon Woodman
Jonathan Watts
Gareth Fuller
Tim Cox

Appendix B - List of Service Providers

Name of Service Provider
WorldPay

Services Provided
Card processing

Appendix C – Card Reader Machine Details
Ignecio IWL 251-013-WP

TID32916602

Appendix D – Card Reader Machine Details
VISA Steps
If the data security compromise involves credit card account numbers, implement the following
procedure:

•

Shut down any systems or processes involved in the breach to limit the extent, and prevent
further exposure.

•

Alert all affected parties and authorities such as the Merchant Bank (your Bank), Visa Fraud
Control, and the law enforcement.

•

Provide details of all compromised or potentially compromised card numbers to Visa Fraud
Control within 24 hrs.

For more Information visit:
http://usa.visa.com/business/accepting_visa/ops_risk_management/cisp_if_ compromised.html
Visa Incident Report Template
This report must be provided to VISA within 14 days after initial report of incident to VISA. The
following report content and standards must be followed when completing the incident report.
Incident report must be securely distributed to VISA and Merchant Bank. Visa will classify the
report as “VISA Secret”*.

I.

Executive Summary
a. Include overview of the incident
b. Include RISK Level(High, Medium, Low)
c. Determine if compromise has been contained
II. Background
III. Initial Analysis
IV. Investigative Procedures
a. Include forensic tools used during investigation
V. Findings
a. Number of accounts at risk, identify those stores and compromised
b. Type of account information at risk
c. Identify ALL systems analyzed. Include the following:
• Domain Name System (DNS) names
• Internet Protocol (IP) addresses
• Operating System (OS) version
• Function of system(s)
d. Identify ALL compromised systems. Include the following:
• DNS names
• IP addresses
• OS version
• Function of System(s)
e. Timeframe of compromise
f. Any data exported by intruder
g. Establish how and source of compromise

h. Check all potential database locations to ensure that no CVV2, Track 1 or Track 2 data
is stored anywhere, whether encrypted or unencrypted (e.g., duplicate or backup tables
or databases, databases used in development, stage or testing environments, data on
software engineers’ machines, etc.)
i. If applicable, review VisaNet endpoint security and determine risk
VI. Compromised Entity Action
VII. Recommendations
VIII. Contact(s) at entity and security assessor performing investigation
*This classification applies to the most sensitive business information, which is intended for use
within VISA. Its unauthorized disclosure could seriously and adversely impact VISA, its employees,
member banks, business partners, and/or the Brand.

MasterCard Steps:
I.

Within 24 hours of an account compromise event, notify the MasterCard Compromised
Account Team via phone at 1-636-722-4100.
II. Provide a detailed written statement of fact about the account compromise (including the
contributing circumstances) via secured e-mail to
compromised_account_team@mastercard.com.
III. Provide the MasterCard Merchant Fraud Control Department with a complete list of all known
compromised account numbers.
IV. Within 72 hours of knowledge of a suspected account compromise, engage the services of a
data security firm acceptable to MasterCard to assess the vulnerability of the compromised data
and related systems (such as a detailed forensics evaluation).
V. Provide weekly written status reports to MasterCard, addressing open questions and issues
until the audit is complete to the satisfaction of MasterCard.
VI. Promptly furnish updated lists of potential or known compromised account numbers, additional
documentation, and other information that MasterCard may request.
VII. Provide finding of all audits and investigations to the MasterCard Merchant Fraud Control
department within the required time frame and continue to address any outstanding exposure or
recommendation until resolved to the satisfaction of MasterCard.
Once MasterCard obtains the details of the account data compromise and the list of compromised
account numbers, MasterCard will:
1. Identify the issuers of the accounts that were suspected to have been compromised and
group all known accounts under the respective parent member IDs.
2. Distribute the account number data to its respective issuers.
Employees of the company will be expected to report to the security officer for any security related
issues. The role of the security officer is to effectively communicate all security policies and
procedures to employees within the company and contractors. In addition to this, the security officer
will oversee the scheduling of security training sessions, monitor and enforce the security policies
outlined in both this document and at the training sessions and finally, oversee the implantation of
the incident response plan in the event of a sensitive data compromise.

Discover Card Steps
I.

Within 24 hours of an account compromise event, notify Discover Fraud Prevention at (800) 3473102
II. Prepare a detailed written statement of fact about the account compromise including the
contributing circumstances
III. Prepare a list of all known compromised account numbers
IV. Obtain additional specific requirements from Discover Card
American Express Steps
I.
II.
III.

Within 24 hours of an account compromise event, notify American Express Merchant
Services at (800) 528-5200 in the U.S.
Prepare a detailed written statement of fact about the account compromise including the
contributing circumstances
Prepare a list of all known compromised account numbers Obtain additional specific
requirements from American Express

